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1 DKA Encryption Overview
Abstract
The chapter describes the DKA Encryption feature of the HP XP7 Storage.

DKA Encryption benefits
To guarantee the security of data, use the DKA Encryption (EDKA) feature to encrypt the data stored
on the HP XP7 Storage. Encrypting data can prevent information loss and leaks, for example, when
a drive is physically removed from the storage system due to failure or theft.
The DKA Encryption feature provides the following benefits:

• Hardware-based AES 256 encryption in XTS mode for open and mainframe systems.

• You can apply encryption to some or all of the internal drives without throughput or latency
impacts for data I/O and little to no disruption to existing applications and infrastructure.

• Simplified and integrated key management that does note require specialized key management
infrastructure.

DKA Encryption support specifications
The following table lists the support specifications for DKA Encryption.

SpecificationItem

Advanced Encryption Standard (AES) 256 bit.Encryption algorithmHardware
specifications

XTS mode.Encryption mode

Open, mainframe, multiplatform.Volume typeLDEVs that you can
encrypt

All emulation types.Emulation type

Internal LDEVs only.Internal/external LDEVs

Supported. Requires data migration.LDEV with existing data

Use Remote Web Console (RWC) to create data
encryption license keys.

Creating data encryption license keysManaging data
encryption license
keys

Use Remote Web Console to delete data encryption
license keys.

Deleting data encryption license keys

However, you cannot delete data encryption license keys
that are allocated to implemented drives.

Parity group. Data encryption license keys are used per
HDD.

Unit of encryption/decryption

4,096 data encryption license keys per storage system.Scope of data encryption license keys
You can create 4,096 Free keys or DEK keys. You can
create 32 CEK keys and one KEK key. Therefore, the
total number of data encryption license keys will be
4,129 when including CEK keys and KEK keys.

The following attributes will be set for the encryption
license keys:

Attribute of encryption license keys

Free: The unused key before allocating the encryption
license key.
DEK: The encryption license key. The key for the
encryption of the stored data.
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SpecificationItem

CEK: The certificate encryption key. The key for the
encryption of the certificate and the key for the
encryption of DEK per HDD.
KEK: Key Encryption Key. The key for the encryption of
the CEK.

Redundant (primary and secondary) backup/restore
copies.

Backup/Restore functionality

When are data encryption license keys needed
After you have completed the encryption environmental settings, you will need data encryption
license keys to perform the following operations:

• Adding drives
A Free key is needed for each drive to allocate a DEK key.

• Replacing drives
A Free key is needed for each drive to change a DEK key.

• Adding or replacing disk adapters
Six Free keys are needed for each disk adapter to create four CEK keys and two keys to
register CEK keys.

• Updating CEK keys
Four Free keys for each disk adapter (32 Free keys per storage system) are needed to change
CEK keys.
If a problem occurs during an operation, extra keys might be needed to recover from the
problem.

Primary and secondary data encryption license keys
The HP XP7 Storage automatically creates a primary backup of each data encryption license key
and stores this backup on each MP package. The DKA Encryption feature enables you to create
secondary backups of the data encryption license keys for the HP XP7 Storage. If the primary
backup key is unavailable, the secondary backup is required to restore the key.

WARNING! If the primary backup key becomes unavailable and no secondary backup key
exists, the system cannot decrypt the encrypted data.

It is strongly recommended that you back up each key or group of keys immediately after you
create them and schedule regular weekly backups of all keys to ensure data availability. You are
responsible for storing the secondary backup keys securely.
It is also recommended that you back up each key after you perform any of the following operations:

• Adding, removing, or replacing drives

• Adding, removing, or replacing disk adapters

• Updating CEK keys

• Updating KEK keys

NOTE: The creation and secure storage of secondary backup encryption license keys must be
included as part of your corporate security policy.

For details about backing up secondary data encryption license keys, see “Workflow for backing
up secondary data encryption license keys” (page 18).
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KMIP key management server support
Using the DKA Encryption feature, you can create backup and restore data encryption license keys
on a key management server that supports Key Management Interoperability Protocol (KMIP).
There are a limited number of keys you can back up on the key management server. Therefore, it
is recommended that you delete unnecessary keys when possible.
For details about backing up data encryption license keys to a key management server, see “Backing
up keys to a key management server” (page 19).

Audit logging of encryption events
The Audit Log feature of the HP XP7 Storage provides audit logging of events that happen in the
system. The audit log records events related to data encryption and data encryption license keys.
For details about audit logging and audit log events, see the HP XP7 Audit Log User and Reference
Guide.

Interoperability requirements and considerations
The following table provides the interoperability requirements and considerations for DKA Encryption
operations.

Interoperability requirements and considerationsFunctions

Encrypt both the P-VOL and S-VOLs (S-VOL and T-VOLs for Compatible
FlashCopy) of pairs to ensure data security.

Business Copy, Continuous Access
Synchronous, Compatible FlashCopy,
and Compatible XRC

Match the encryption states of the P-VOL and pool-VOL. If the P-VOL is
encrypted, encrypt all of the pool-VOLs. If the data pool contains non-encrypted
pool-VOL, the differential data of the P-VOL is not encrypted.

Fast Snap

Match the encryption states of a P-VOL and S-VOL. If you encrypt the P-VOL
only, the data copied on the S-VOL is not encrypted and therefore not
protected.

Continuous Access Journal

When you encrypt a P-VOL or S-VOL, use a journal to which only encrypted
LDEVs are registered as journal volumes. If the encryption states of the P-VOL,
S-VOL, and journal volumes do not match, the journal data in the P-VOL is not
encrypted, and the security of the data cannot be guaranteed.

When enabling encryption for data written to a data pool with a V-VOL, use
a data pool that consists of encrypted volumes.

Thin Provisioning, Smart Tiers, Thin
Provisioning Z, and Smart Tiers Z

Encrypt the source LDEV and the target LDEV. The encryption states of the
source and target LDEVs must match for the EDKA feature to encrypt and
guarantee the security of the data on the target LDEV.

Auto LUN

Workflow for enabling data encryption
Use the following process to set up for and enable data encryption:
1. Create a secondary backup of the data encryption license key. For details, see “Workflow

for backing up secondary data encryption license keys” (page 18).
2. Enable data encryption at the parity-group level. For details, see “Enabling data encryption

at the parity group-level” (page 20).
3. Format the LDEVs in the encrypted parity group. The data to be stored on these new LDEVs

will be encrypted.
For instructions on formatting LDEVs, see the HP XP7 Provisioning for Open Systems User
Guide.
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Workflow for encrypting existing data
To encrypt existing data, you must migrate the data to an encrypted parity group.
Use the following process to encrypt existing data:
1. Create a new parity group.
2. Enable data encryption on the parity group. For details, see “Enabling data encryption at the

parity group-level” (page 20).
3. Format the LDEVs in the encrypted parity group. For instructions, see the HP XP7 Provisioning

for Open Systems User Guide.
4. Migrate the existing data to the LDEVs in the encrypted parity group. For details about data

migration, contact your HP account team.

Workflow for disabling encryption
Use the following process to disable encryption:
1. Back up the data in the parity group.
2. Disable data encryption at the parity-group level. For details, see “Workflow for disabling

data encryption at the parity-group level” (page 21).
3. Format the LDEVs in the parity group. For instructions, see the HP XP7 Provisioning for Open

Systems User Guide.

Workflow for changing the encryption license key
To change the encryption license key for existing encrypted data, you must migrate the data to an
encrypted parity group that has a different encryption license key.
Use the following process to change the encryption license key for encrypted data:
1. Create a new parity group.
2. Enable encryption with a new data encryption license key. For details, see “Enabling data

encryption at the parity group-level” (page 20).
3. Format the LDEVs in the encrypted parity group. For instructions, see the HP XP7 Provisioning

for Open Systems User Guide.
4. Migrate the source data to the new target LDEVs in the encrypted parity group.
When a drive is replaced, the data encryption license keys that are allocated to that drive are
deleted, and new data encryption license keys are allocated when the new drive is added.
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2 DKA Encryption Installation
Abstract
This chapter describes how to install the EDKA feature.

Workflow for DKA Encryption installation
Use the following process to install the EDKA feature:
1. Verify that your system meets the system requirements.

For details, see “System requirements” (page 10).
2. Enable the EDKA feature.

For details, see “Enabling the DKA Encryption feature” (page 10).
3. Assign the Security Administrator (View & Modify) role to the administrator who creates, backs

up, and restores data encryption license keys.
For details, see “Enabling the DKA Encryption feature” (page 10).

System requirements
The following table lists the system requirements for the EDKA feature.

RequirementItem

• Microcode 80-01-2x and later.HP XP7 Storage

Remote Web Console • DKA Encryption software license

• Security Administrator (View & Modify) role to enable or disable data
encryption and to back up or restore keys

• Storage Administrator (provisioning) role to format volumes

To connect to the key management server by specifying the host name
instead of IP address, you need the DNS server settings. For SVP

SVP (Web server)

configuration, give your service representative the IP address of the DNS
server.

All open-systems and mainframe host platforms are supported.Host platforms

All volume types and emulations are supported: open-systems, mainframe,
and multiplatform.

Data volumes

Supported volumes: Internal

A disk adapter that provides data encryption.Disk adapter

Enabling the DKA Encryption feature
To enable the EDKA feature:
1. Enable the software license key for the DKA Encryption feature. For instructions, see the HP

XP7 Remote Web Console User Guide.
If the DKA Encryption software license expires or is missing, you cannot delete the encryption
key.

2. Assign the Security Administrator (View & Modify) role to the user who will be enabling or
disabling data encryption and back up or restoring keys.
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Disabling the DKA Encryption feature

CAUTION: You must perform steps 1 and 2 in the following procedure before you delete the
software license key.

1. Disable data encryption at the parity-group level. For instructions, see “Disabling data
encryption at the parity-group level” (page 22).

2. Initialize the connection settings to the key management server. For instructions, see “Initialize
the connection settings to the key management server” (page 27).

3. Disable the software license key. For instructions, see the HP XP7 Remote Web Console User
Guide.
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3 Key Management Server Connections
Abstract
You can use an optional key management server with the HP XP7 Storage. This chapter provides
information on setting up the key management server.

Key management server requirements
The key management server must meet the following requirements:

• Protocol: Key Management Interoperability Protocol 1.0 (KMIP1.0)

• Software: SafeNet KeySecure k460 6.4.1 or Thales keyAuthority 4.0.2

• Certificates:

Root certificate of the key management server (X.509)◦
◦ Client certificate in PKCS#12 format

Root and client certificates
Root and client certificates are required to connect to KMIP servers and to ensure that the network
access is good. You upload the certificates to the SVP.
To access the key management server, the client certificate must be current and not expired.
For details about the client certificate password in PKCS#12 format:

• Contact the key management server administrator.

• See “Client certificate password” (page 12).
To get copies of the root and client certificates, contact the key management server administrator.
For details about uploading the client certificates, see “Uploading the root and client certificate”
(page 13).

Root certificate on the key management server
If you use SafeNet KeySecure or Thales keyAuthority on the key management server, create and
put the root certificate on the server.
For details about SafeNet KeySecure, see the SafeNet KeySecure k460 documentation. For details
about Thales keyAuthority, see the Thales keyAuthority documentation.
The root certificate of the key management server must be in X.509 format.

Client certificate password
The password can be from 0 to 128 characters in length. The valid characters for the password
are:

• Numbers (0 to 9)

• Upper case letters (A-Z)

• Lower case letters (a-z)

• The following symbols: ! # $ % & ' ( ) * + , - . / : ; < = > ? @ [ \ ] ^ _ ` { | } ~
For details about converting the client certificate to PKCS#12 format, see “Converting the client
certificate to the PKCS#12 format” (page 13).
For details about client certificates, see “Root and client certificates” (page 12).
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Workflow for preparing the client certificate
Use the following process to prepare the client certificate, which includes setting the client certificate
expiration date and password:
1. Download and install openssl.exe from http://www.openssl.org/ to the C:\openssl

folder.
2. Create the key file. You can create the following types of key files:

• Private key file.

• Public key file.
3. Convert the client certificate to PKCS#12 format.

For details, see “Converting the client certificate to the PKCS#12 format” (page 13).
4. Upload the root and client certificates to the SVP.

For details, see “Uploading the root and client certificate” (page 13).

Converting the client certificate to the PKCS#12 format
Convert the client certificate to the PKCS#12 format, which includes uploading the client certificate
in the PKCS#12 format to the 200 Storage Virtualization System (SVP).
1. From an open command prompt, change the current directory to the folder where you want

to save the client certificate in the PKCS#12 format.
2. Move the private SSL key file (.key) and the client certificate to the folder in the current directory,

and run the command.
The following is an example for an output folder of c:\key, private key file (client.key),
and a client certificate file (client.crt:
C:\key>c:\openssl\bin\openssl pkcs12 -export -in client.crt -inkey
client.key -out client.p12

3. Type the client certificate password.
For details about the client certificate password, see “Client certificate password” (page 12).

Uploading the root and client certificate
Before you configure the connection settings to the key management server, you must upload the
root certificate and the client certificate.
Prerequisites

• Required role: Security Administrator (View & Modify)
1. Display the Remote Web Console main window.
2. Select Administration in Explorer, and select Encryption Keys.
3. Click Edit Encryption Environmental Settings.
4. Upload the certificates in the Edit Encryption Environmental Settings window.

Workflow for edit encryption environmental settings
To use a key management server, you must configure the connection and network settings. You
can also set the encryption settings such as disabling the local key generations and storing key
encryption key to DKC.

Workflow for edit encryption environmental settings 13
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For more information about the appropriate connection settings, contact the key management
server administrator. For more information about the network settings, contact your network
administrator.

CAUTION: Encryption keys backed up on the key management server are managed with the
client certificate. If the client certificate is lost, and the SVP is replaced due to a failure, you cannot
restore the encryption keys that were backed up before the replacement.
When the connection settings are backed up to the key management server, the system does not
back up the client certificate. Make sure that you back up a copy of the connection settings to the
key management server and save a copy of the client certificate separately. Refer to your corporate
security policy for procedures related to backups.

1. Ensure the client and root certificates are uploaded to the key management server. If the
certificates are not uploaded:
• Contact the key management server administrator.

• See “Converting the client certificate to the PKCS#12 format” (page 13) and “Uploading
the root and client certificate” (page 13).

2. Configure the connection settings to the key management server.
For details, see “Configuring the connection settings to the key management server” (page
14).

3. Confirm that you can connect to the key management server.
4. Check with the key management server administrator, then save a back up copy of the client

certificate.
5. Back up the connection settings to the key management server.

For instructions, see the HP XP7 Remote Web Console User Guide.

Configuring the connection settings to the key management server
Configure the connection settings to the key management server to set up the key management
server and to back up the data encryption license keys to the key management server.
For more information, see “Settings in the Edit Encryption Environmental Settings window” (page
15) and “Backing up keys to a key management server” (page 19).
To connect to the key management server by host name instead of IP address, send the IP address
of the DNS server to your service representative and request that the service representative configure
the SVP.
If the key management server is unavailable after you complete this task, the settings may be
incorrect. Contact the server or network administrator.
Prerequisites

• Required role: Security Administrator (View & Modify)
1. Display the Remote Web Console main window.
2. Select Administration in Explorer, and select Encryption Keys.
3. Select the Encryption Keys tab.
4. Click Edit Encryption Environmental Settings.
5. In the Edit Encryption Environmental Settings window, select Enable or Disable on the Key

Management Server.
6. If you connect to the Key Management Server, specify the primary server and the secondary

server.
7. If the key management server is already in use, select Check to test the connection. Error

messages appear if the server configuration test fails.
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8. Create an encryption key:
• To generate an encryption key on the key management server, select Generate Encryption

Keys on Key Management Server. To store the encryption key on the key management
server, select Protect the Key Encryption Key on the Key Management Server, then I Agree.

CAUTION: If you have selected Protect the Key Encryption Key on the Key Management
Server in Generate Encryption Keys on Key Management Server, the storage system will
try to get encryption keys backed up on the key management server once the storage
system is turned on. Therefore, it is recommended that you confirm that the SVP is
connected to the key management server properly before turning the storage system on.

• To generate an encryption key on the key management server without creating an
encryption key in the storage system, select Disable Local Key Generation. Confirm the
Warning that displays and select I Agree.

CAUTION: When you select the Disable local key generation and I Agree check-boxes
in Generate Encryption Keys on Key Management Server and finished the settings, you
cannot undo this action.

9. To backup data encryption license keys to the key management server, click Next. Otherwise,
click Finish.

10. In the Confirm window, confirm the settings, and enter your task name in Task Name.
If you want the Task window to open after you click Apply, select Go to tasks window for
status.
Click Apply.
The connection to the key management server is set up.

Related topics

• “Edit Encryption Environmental Settings window” (page 36)

Settings in the Edit Encryption Environmental Settings window
To manage encryption keys properly, refer to the following flow chart and table and choose settings
for the Edit Encryption Environmental Settings window accordingly.
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Settings in the Edit Encryption Environmental Settings window

Disable local key
generation

Protect the Key Encryption
Key at the Key Management
Server

Generate Encryption Keys on
Key Management Server

Key Management
Server

Do not checkDo not checkDo not checkSelect Disable#1

Do not checkDo not checkDo not checkSelect Enable#2

Do not checkDo not checkCheckSelect Enable#3

Do not checkCheckCheckSelect Enable#4

CheckCheckCheckSelect Enable#5
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4 Managing data encryption license keys
Abstract
This chapter provides instructions for managing data encryption license keys using the EDKA feature
of the HP XP7 Storage.

Workflow for creating data encryption license keys
Create a data encryption license key to use with the EDKA feature.
Use the following process to create a data encryption license key:
1. Create the data encryption license key or group of keys.

For details, see “Creating data encryption license keys” (page 17).
2. Back up the secondary data encryption license key.

For details, see “Workflow for backing up secondary data encryption license keys” (page
18).

3. Schedule regular weekly backups of all of your data encryption license keys to ensure data
availability.

Creating data encryption license keys
If you need to change a data encryption license key, create a new data encryption license key.
4,048 Free keys or DEK keys are created when you configure encryption environmental settings
on the Edit Encryption Environmental Settings window for the first time (this differs from the
configuration. 4,048 keys are created if maximum disk adapters are installed). After that, you can
create 4,096 Free keys or DEK keys. You can create up to 4,096 encryption keys per storage
system. When you configure encryption environmental settings on the Edit Encryption Environmental
Settings window again, Free Keys are not created, and DEK keys and CEK keys are not updated.
Keys that were created previously will be used.
Encryption keys are commonly created in the storage system. However, when the key management
server is in use, and Generate Encryption Keys on Key Management Server is checked in the Edit
Encryption Environmental Settings window, encryption keys will be created on the key management
server, and used in the storage system.
After creating data encryption license keys, it is strongly recommended that you back up each key.
Prerequisites

• Required role: Security Administrator (View & Modify)
1. Display the Remote Web Console main window.
2. Select Administration in Explorer, and select Encryption Keys.
3. Select the Encryption Keys tab.
4. Click Create Keys.
5. In the Create Keys window, specify the number of encryption keys you want to create. The

encryption keys with the attribute of Free will be set. The key IDs will be automatically assigned.
6. To backup data encryption license keys to the key management server, click Next. Otherwise,

click Finish.
7. In the Confirm window, confirm the settings, and enter your task name in Task Name.

If you want the Task window to open after you click Apply, select Go to tasks window for
status.
Click Apply.
The new data encryption license key is created.
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Related topics

• “Create Keys window” (page 39)

Workflow for backing up secondary data encryption license keys
The HP XP7 Storage automatically creates a primary backup of the data encryption license key.
You can also back up a secondary data encryption license.
The backup of the encryption key is performed to the existing DEK keys and CEK keys at the same
time.
In addition, it is recommended that you back up each key after you perform any of the following
operations:

• Creating encryption license keys.

• Adding, removing, or replacing drives.

• Adding, removing, or replacing disk adapters.

• Updating CEK keys.

• Updating KEK keys.
Use the following process to back up a secondary data encryption license key:
1. Confirm that the HP XP7 Storage is not processing other tasks. You cannot back up a key

while the HP XP7 Storage is processing other tasks.
2. Use one of the following methods to back up the secondary data encryption license key:

• Back up the secondary data encryption license key as a file on the RWC computer.
For details, see “Backing up keys as a file” (page 18).

• Back up the secondary data encryption license key to a key management server.
For details, see “Backing up keys to a key management server” (page 19).

Backing up keys as a file
Back up a secondary data encryption license keys as a file on the computer. Back up the file and
the password since the file and password are not automatically backed up.
Prerequisites

• Required role: Security Administrator (View & Modify)
1. Display the Remote Web Console main window.
2. Select Administration in Explorer, and select Encryption Keys.
3. Select the Encryption Keys tab.
4. In the Encryption Keys table, select the key ID for the data encryption license key you want to

back up and Click Backup Keys > To File.
5. In the Backup Keys to File window, complete the following and then click Finish:

• For Password, type the key restoration password.
Case sensitive: Yes

• For Re-enter Password, retype the password.
6. In the Confirm window, confirm the settings, and enter your task name in Task Name.

If you want the Task window to open after you click Apply, select Go to tasks window for
status.
Click Apply.

7. In the message that appears, click OK.
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8. Select the location to which to save the backup file, and then type the backup file name using
the extension .ekf.

9. Click Save.
The secondary backup encryption license key is saved.

Related topics

• “Encryption Keys window” (page 34)

• “Backup Keys to File window” (page 43)

Backing up keys to a key management server
Back up data encryption license keys to a key management server. The data encryption license
keys that you back up to a key management server are managed with the client certificate.
There is a limited number of keys you can back up on the key management server. Therefore, it is
recommended that you delete unnecessary keys when possible.
When you back up to a key management server, the server uses another data encryption license
key to encrypt the original keys. Both keys reside on the server.
Prerequisites

• Required role: Security Administrator (View & Modify)
1. Display the Remote Web Console main window.
2. Select Administration in Explorer, and select Encryption Keys.
3. On the Encryption Keys tab, click View Backup Keys on Server to open the Backup Keys to

Server window.
4. (Optional) In the Backup Keys to Server window, for Description, type a description and then

click Finish.
5. In the Confirm window, confirm the settings, and enter your task name in Task Name.

If you want the Task window to open after you click Apply, select Go to tasks window for
status.
Click Apply.
The secondary backup encryption license key is saved.

Related topics

• “Encryption Keys window” (page 34)

• “Backup Keys to Server window” (page 46)

Opening the Backup Keys to Server window using the Encryption window
Prerequisites

• Required role: Security Administrator (View & Modify)
1. Display the Remote Web Console main window.
2. Select Administration in Explorer, and select Encryption Keys.
3. On the Encryption Keys tab, select the key ID for the data encryption license key you want to

back up from the Encryption Keys table, and click Backup Keys > To Server.

Opening the Backup Keys to Server window using the View Backup Keys on Server window
Prerequisites

• Required role: Security Administrator (View & Modify)
1. Display the Remote Web Console main window.
2. Select Administration in Explorer, and select Encryption Keys.
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3. On the Encryption Keys tab, click View Backup Keys on Server.
4. Click Backup Keys to Server.

Editing the password policy
You can set the minimum number of characters required for passwords.
Prerequisites

• Required role: Security Administrator (View & Modify)
1. Display the Remote Web Console main window.
2. From the Settings menu, select Security > Encryption Key > Edit Password Policy (Backup

Encryption Keys).
3. In the Edit Password Policy (Backup Encryption Keys) window, set the minimum number of

characters.
4. Click Finish.
5. In the Confirm window, confirm the settings, and enter your task name in Task Name.

If you want the Task window to open after you click Apply, select Go to tasks window for
status.
Click Apply.

Related topics
• “Edit Password Policy (Backup Encryption Keys) window” (page 41)

Workflow for enabling data encryption on parity groups
The DKA Encryption feature provides data encryption at the parity-group level to protect data on
LDEVs.
Use the following process to set up for data encryption and enable data encryption on parity
groups:
1. Back up the secondary data encryption license key.

For details, see “Workflow for backing up secondary data encryption license keys” (page
18).

2. Block the LDEVs at the parity-group level.
For details, see the HP XP7 Provisioning for Mainframe Systems User Guide or HP XP7
Provisioning for Open Systems User Guide.

3. Enable data encryption on the parity group.
For details, see “Enabling data encryption at the parity group-level” (page 20).

4. Format the LDEVs at the parity-group level.
For details, see “Workflow for enabling data encryption on parity groups” (page 20).

Enabling data encryption at the parity group-level
Data encryption is enabled at the parity-group level.
Prerequisites

• Required role: Security Administrator (View & Modify)

• Required role to format volumes: Storage Administrator (Provisioning)
1. Display the Remote Web Console main window.
2. Select Storage Systems in Explorer, and select Parity Groups.
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3. In the Parity Groups table, select a specific parity group on which you want to enable
encryption and then click Edit Encryption.
In the tree that is shown, Internal or External is displayed.

4. To select an internal LDEV, select Internal. Otherwise, click the Parity Groups tab.
5. In the Parity Groups table, select a specific parity group on which you want to enable

encryption and then click Actions > Parity Group > Edit Encryption.

NOTE: If you do not select a specific parity group, data encryption is enabled on all of the
parity groups in the list.

6. In the Edit Encryption window, complete the following and then click Add:
• For Available Groups, select the parity group for which you want to enable data

encryption.
• For Encryption, select Enable to enable data encryption or select Disable to disable data

encryption at the parity-group level.
• For Format Type, select the format type.

Values: Quick Format, Normal Format, or No Format
Default: Quick Format

The parity group you selected from the Available Parity Groups table is added to the Selected
Parity Groups list.
When you click Add, Format Type becomes inactive and you cannot select the format type.
If you want to change the format type, delete all parity groups in the Selected Parity Groups
list and then select the format type again.
You do not need to format volumes when there is no volume selected in the parity group.
Therefore, the format type in the Selected Parity Groups list becomes a hyphen (-) regardless
of the status of the format type.

7. Click Finish.
8. In the Confirm window, confirm the settings, and enter your task name in Task Name.

If you want the Task window to open after you click Apply, select Go to tasks window for
status.
Click Apply.

9. In the message that appears, click OK.
Data encryption is enabled on the parity group.

Related topics

• “Edit Encryption window” (page 56)

Workflow for disabling data encryption at the parity-group level
Disable encryption, or decrypt data, at the parity-group level.
1. Back up the secondary data encryption license key.

For details, see “Workflow for backing up secondary data encryption license keys” (page
18).

2. Block the LDEVs at the parity-group level.
For details, see the HP XP7 Provisioning for Mainframe Systems User Guide or HP XP7
Provisioning for Open Systems User Guide.
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3. Disable data encryption at the parity-group level.
For details, see “Disabling data encryption at the parity-group level” (page 22).

4. Format the LDEVs in the parity group for encryption.
For details, see “Encryption formatting at the parity-group level ” (page 22).

Disabling data encryption at the parity-group level
Disable data encryption at the parity-group level to perform (normal) formatting options on encrypted
data, such as writing to or overwriting an LDEV.
Prerequisites

• Required role: Security Administrator (View & Modify)

• Required role to format volumes: Storage Administrator (Provisioning)
1. Display the Remote Web Console main window.
2. Select Storage Systems in Explorer, and select Parity Groups.
3. In the tree that is shown, Internal or External are displayed.
4. Select the name for the parity group name you want to disable encryption and then click Edit

Encryption.
5. In the Edit Encryption window, complete the following and then click Add:

• For Available Parity Groups, choose the parity group on which you want to disable data
encryption.

• For Encryption, select Disable.

• For Format Type, choose the format type.
The parity group you selected from the Available Parity Groups list is added to the Selected
Parity Groups list.

NOTE: When you click Add, Format Type becomes inactive and you cannot select the format
type. If you want to change the format type, delete all parity groups in the Selected Parity
Groups list and then select the format type again. You do not need to format volumes when
there is no volume in the selected parity group. Therefore, the format type in the Selected Parity
Groups list becomes "-" (a hyphen) regardless of the status of Format Type.

6. In the Edit Encryption window, click Finish.
7. In the Confirm window, confirm the settings, and enter your task name in Task Name.

If you want the Task window to open after you click Apply, select Go to tasks window for
status.
Click Apply.

8. In the confirmation message that appears asking whether to apply the setting to the storage
system, click OK.
Encryption is disabled for the parity group.

Related topics

• “Edit Encryption window” (page 56)

Encryption formatting at the parity-group level
The LDEV formatting operation writes zero data to the entire area of all drives in the parity group,
or overwrites an LDEV. This process is also referred to as encryption formatting.
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Workflow for restoring data encryption license keys
Restore a data encryption license key from the primary or secondary backup copy when all the
LDEVs belonging to an encrypted parity group are blocked or if an existing data encryption license
key becomes unavailable or cannot be used (for example, due to a system failure).
The system automatically restores data encryption license keys from the primary backup. You must
have Security Administrator (View & Modify) role to restore the data encryption license key from
a secondary backup data encryption license key.

CAUTION: When you restore the data encryption license key, always restore the latest key. If a
data encryption license key is updated after a secondary backup is performed, and the restored
key is not the latest key, drives and disk adapters will be blocked and will not be able to read
data.

Use the following process to restore a data encryption license key:
1. Block the LDEVs associated to the encrypted parity group.

For details, see the HP XP7 Provisioning for Open Systems User Guide or the HP XP7
Provisioning for Mainframe Systems User Guide.

2. Restore the data encryption license key from a primary or secondary backup copy. Do one
of the following:
• Restore the data encryption license key from a file backed up on the RWC computer.

For details, see “Restoring keys from a file” (page 23).

• Restore the data encryption license key from the key management server.
For details, see “Restoring keys from a key management server” (page 24).

Restoring keys from a file
Restore the data encryption license keys from a file backed up on the computer.
Prerequisites

• Required role: Security Administrator (View & Modify)
1. Display the Remote Web Console main window.
2. Select Administration in Explorer, and select Encryption Keys.
3. On the Encryption Keys tab, click Restore Keys > From File.
4. In the Restore Keys from File window, click Browse and then click OK.
5. In the Open dialog box, select the backup file and click Open.
6. In the Restore Keys from File window, complete the following item and then click Finish:

• For File Name, shows the name of the selected file.
View-only: Yes

• For Password, type the password for the data encryption license key that you typed when
you backed up the selected data encryption license key.

7. In the Confirm window, confirm the settings, and enter your task name in Task Name.
If you want the Task window to open after you click Apply, select Go to tasks window for
status.
Click Apply.
The backup data encryption license key is restored.
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Related topics

• “Restore Keys from File window” (page 48)

Restoring keys from a key management server
Restore a data encryption license key from the key management server. You can restore up to
4,128 data encryption license keys at a time.
The client certificate is required to restore backed up data encryption license keys from a key
management server.

CAUTION: If you do not have the client certificate, and the system administrator replaces the
SVP due to a failure, you cannot restore the backed up data encryption license keys.

Prerequisites

• Required role: Security Administrator (View & Modify)
1. Display the Remote Web Console main window.
2. Select Administration in Explorer, and select Encryption Keys.
3. On the Encryption Keys tab, click Restore Keys > From Server.
4. In the Restore Keys from Server window, select the data encryption license key you want to

restore.
5. Click Finish.
6. In the Confirm window, confirm the settings, and enter your task name in Task Name.

If you want the Task window to open after you click Apply, select Go to tasks window for
status.
Click Apply.
The backup data encryption license key is restored.

Related topics

• “Restore Keys from Server window” (page 50)

Workflow for deleting data encryption license keys
Delete a data encryption license key from a file on the RWC computer or from a key management
server.
Use the following process to delete a data encryption license key:
1. Back up the secondary data encryption license key.

For details, see “Workflow for backing up secondary data encryption license keys” (page
18).

2. Ensure the key is not allocated to the parity group.
See the “Encryption Keys window” (page 34) and check the key allocation.

3. Delete the data encryption license key using one of the following methods:
• Delete the data encryption license key from a file on the RWC computer.

For details, see “Deleting data encryption license keys” (page 25).

• Delete the backup key from the key management server.
For details, see “Deleting backup data encryption license keys from the server” (page
25).
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Deleting data encryption license keys
Delete data encryption license keys from a file on the RWC computer.
You can only delete encryption keys with a Free attribute can be deleted. Encryption keys with the
other attributes cannot be deleted.
Prerequisites

• Required role: Security Administrator (View & Modify)
1. Display the Remote Web Console main window.
2. Select Administration in Explorer, and select Encryption Keys.
3. On the Encryption Keys tab, select the key ID for the key you want to delete from the Encryption

Keys table, and click More Actions > Delete Keys.
4. To back up encryption keys to the key management server, click Next. To back up encryption

keys to the server, see “Backing up keys to a key management server” (page 19).
5. In the Delete Keys window, click Finish.
6. In the Confirm window, confirm the settings, and enter your task name in Task Name.

If you want the Task window to open after you click Apply, select Go to tasks window for
status.
Click Apply.

7. In the message that appears asking whether to apply the setting to the storage system, click
OK.
The data encryption license key is deleted.

Related topics

• “Delete Keys window” (page 52)

Deleting backup data encryption license keys from the server
Delete a backup data encryption license key from the key management server.

CAUTION: Before deleting a primary or secondary backup data encryption license key from the
key management server, ensure that you have backed up another data encryption license key.

Prerequisites

• Required role: Security Administrator (View & Modify)
1. Display the Remote Web Console main window.
2. Select Administration in Explorer, and select Encryption Keys.
3. On the Encryption Keys tab, click View Backup Keys on Server.
4. In the View Backup Keys on Server window, select the key ID for the backup data encryption

license key you want to delete and then click Delete Backup Keys on Server.
5. In the Delete Backup Keys on Server window, confirm the settings, and enter your task name

in Task Name.
If you want the Task window to open after you click Apply, select Go to tasks window for
status.
Click Apply.

6. In the message that appears asking whether to apply the setting to the storage system, click
OK.
The data encryption license key is deleted.
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Related topics

• “View Backup Keys on Server window” (page 54)

• “Delete Backup Keys on Server window” (page 53)

Viewing encryption keys backed up on the key management server
You can view encryption keys that are backed up on the key management server.
Prerequisites

• Required role: Security Administrator (View & Modify)
1. Display the Remote Web Console main window.
2. Select Administration in Explorer, and select Encryption Keys.
3. On the Encryption Keys tab, click View Backup Keys on Server to view the backup keys on

the key management server.

Related topics
• “Encryption Keys window” (page 34)

• “View Backup Keys on Server window” (page 54)

Exporting encryption license key table information
You can output encryption license key table information.
Prerequisites

• Required role: Security Administrator (View & Modify)
1. Display the Remote Web Console main window.
2. Select Administration in Explorer, and select Encryption Keys.
3. On the Encryption Keys tab, select the key ID for the data encryption license key information

you want to output from the Encryption Keys table.
4. Click More Actions > Export.
5. When the Ready to Download message appears, click OK.

Rekeying key encryption keys
If you create key encryption keys on the key management server, use the following procedure to
rekey key encryption keys.
After rekeying key encryption license keys, it is recommended that you back up each key.
Use the following procedure to rekey key encryption keys.
Prerequisites

• Required role: Security Administrator (View & Modify)
1. Display the Remote Web Console main window.
2. Select Administration in Explorer, and select Encryption Keys.
3. On the Encryption Keys tab, select the key ID for the data encryption license key information

you want to output from the Encryption Keys table.
4. Click More Actions > Rekey Key Encryption Keys.
5. In the Rekey Key Encryption Key window, confirm the settings, and enter your task name in

Task Name.
If you want the Task window to open after you click Apply, select Go to tasks window for
status.
Click Apply.
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Related topics
• “Rekey Key Encryption Key window” (page 60)

Rekeying certificate encryption keys
If you change certificate encryption keys, use the following procedure to rekey the keys.
After rekeying certificate encryption license keys, it is recommended that you back up each key.
Prerequisites

• Required role: Security Administrator (View & Modify)
1. Display the Remote Web Console main window.
2. Select Administration in Explorer, and select Encryption Keys.
3. On the Encryption Keys tab, select Rekey Certificate Encryption Keys.
4. In the Rekey Certificate Encryption Keys window, confirm the settings, and enter your task

name in Task Name.
If you want the Task window to open after you click Apply, select Go to tasks window for
status.
Click Apply.

Related topics
• “Rekey Certificate Encryption Keys window” (page 59)

Retrying Key Encryption Key Acquisition
If you acquire the key encryption keys from the key management server when the storage device
starts, retry key encryption key acquisition.
Prerequisites

• Required role: Security Administrator (View & Modify)
1. Display the Remote Web Console main window.
2. Select Administration in Explorer, and select Encryption Keys.
3. On the Encryption Keys tab, select More Actions > Retry Key Encryption Key Acquisition.
4. In the Retry Key Encryption Key Acquisition window, confirm the settings, and enter your task

name in Task Name.
If you want the Task window to open after you click Apply, select Go to tasks window for
status.
Click Apply.

You need to restore the disk adapter and blocked drives or blocked volumes after retrying key
encryption key acquisition. Contact the HP Technical Support to restore the disk adapter and
blocked drives or blocked volumes.

Related topics
• “Retry Key Encryption Key Acquisition window” (page 61)

Initialize the connection settings to the key management server
Disable data encryption at the parity-group level before initializing the connection settings to the
key management server.
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Prerequisites

• Required role: Security Administrator (View & Modify)
1. Display the Remote Web Console main window.
2. Select Administration in Explorer, and select Encryption Keys.
3. On the Encryption Keys tab, select Edit Encryption Environmental Settings.
4. In the Edit Encryption Environmental Settings window, select Initialize Encryption Environmental

Settings.
5. Select Finish to display the Confirm window.
6. In the Confirm window, confirm the settings, and enter your task name in Task Name.

If you want the Task window to open after you click Apply, select Go to tasks window for
status.
Click Apply.

Related topics
• “Edit Encryption Environmental Settings window” (page 36)
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5 Troubleshooting
Abstract
This chapter provides troubleshooting information for DKA Encryption.

Troubleshooting for DKA Encryption
For troubleshooting information for the HP XP7 Storage, see the HP XP7 Owner Guide.
For troubleshooting information for Remote Web Console, see the HP XP7 Remote Web Console
User Guide. For details about RWC error messages, see HP XP7 Remote Web Console Messages.
The following table provides general troubleshooting information for DKA Encryption.

ActionProblem

Verify the following:Cannot use the EDKA feature to back up or restore
a key. • The DKA Encryption software license is valid and installed.

• You have the Security Administrator (View & Modify) role.

• If you backup and restore data encryption license keys with a key
management server, the connection to the key management server is
available.

• If you backup and restore data encryption license keys with a key
management server, the number of keys which you can back up on the key
management server is not exceeded.

• If you backup and restore data encryption license keys with a key
management server, a time-out has not occurred due to the increase in the
number of keys on the key management server.

• The latest key is restored (the key will not be updated after a secondary
backup has been performed).

Make sure that:Cannot create or delete data encryption license
keys. • The DKA Encryption software license is valid and installed.

• You have the Security Administrator (View & Modify) role.

• If you have backed up and restored data encryption license keys with a
key management server, that the connection to the key management server
is available.

Make sure that:Cannot enable encryption for a parity group.
• The DKA Encryption software license is valid and installed.

• All LDEVs in the parity group are in the blocked status.

Make sure that all LDEVs in the parity group are in the blocked status.Cannot disable encryption for a parity group.

Check the following key management server connection settings:Server configuration test failed.
• Host name

• Port number

• Client certificate file

• Root certificate file

If the communication failure is due to the length of time to connect to the server,
try changing these settings:

• Timeout

• Retry interval

• Number of retries
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ActionProblem

The change of the status succeeds, but the format of the volume fails. Confirm
the message, remove the error, and format volumes again.

The Edit Encryption wizard operation failed, but
the status of encryption (enable or disable) has
changed.

Complete the following tasks:The storage system failed to get encryption keys
backed up on the key management server and • Restore the connection to the key management server.
all volumes are blocked when the storage system
is turned on. The SIM code 661000 is returned. • Retry key encryption key acquisition.

• Contact HP Technical Support to restore the disk adapter and blocked
drives or blocked volumes.

If it is the first time you are configuring encryption environmental settings in
the Edit Encryption Environmental Settings window and it fails (error message
00002-058578), complete the following tasks:

Editing encryption environmental settings has
failed with the error (00002-058578).

1. Wait a few minutes, then click File > Refresh All to reread the configuration
information.

2. Initialize the connection settings to the key management server.
3. Configure the encryption environmental settings again.
If it is not the first time you are configuring encryption environmental settings
in the Edit Encryption Environmental Settings window and it fails (error message
00002-058578), complete the following tasks:
1. Wait a few minutes, then click File > Refresh All to reread the configuration

information.
2. Configure the encryption environmental settings again.
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6 Support and other resources
Contacting HP

For worldwide technical support information, see the HP Support Center:
http://www.hp.com/go/hpsc

Before contacting HP, collect the following information:

• Product model names and numbers

• Technical support registration number (if applicable)

• Product serial numbers

• Error messages

• Operating system type and revision level

• Detailed questions

Related information
The following documents [and websites] provide related information:

• HP XP7 Continuous Access Journal for Mainframe Systems User Guide

• HP XP7 Continuous Access Synchronous for Mainframe Systems User Guide

• HP XP7 Continuous Access Synchronous User Guide

• HP XP7 External Storage for Open and Mainframe Systems User Guide

• HP XP7 for Compatible FlashCopy Mirroring User Guide

• HP XP7 Provisioning for Mainframe Systems User Guide

• HP XP7 RAID Manager User Guide

• HP XP7 Remote Web Console Messages

• HP XP7 RemoteWeb Console User Guide
You can find these documents at:
• HP Business Support Center website (Manuals page):

http://www.hp.com/support/manuals
Click Storage > Disk Storage Systems > XP Storage, and then select your Storage System.

• HP Enterprise Information Library website:
http://h17007.www1.hp.com/us/en/storage/info-library/index.aspx
Under Products and Solutions, click HP XP Storage. Then, click XP7 Storage under HP XP
Storage.

Websites
• HP Event Monitoring Service and HA Monitors Software:

http://www.hp.com/go/hpux-ha-monitoring-docs

• HP Technical Support website:
http://www.hp.com/support
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• Single Point of Connectivity Knowledge (SPOCK) website:
http://www.hp.com/storage/spock

• White papers and Analyst reports:
http://www.hp.com/storage/whitepapers

Typographic conventions
Table 1 Document conventions

ElementConvention

Blue text: Table 1 (page 32) • Cross-reference links and e-mail addresses

• A cross reference to the glossary definition of the term
in blue text

Website addressesBlue, underlined text: http://www.hp.com

Bold text • Keys that are pressed

• Text typed into a GUI element, such as a box

• GUI elements that are clicked or selected, such as menu
and list items, buttons, tabs, and check boxes

Text emphasisItalic text

Monospace text • File and directory names

• System output

• Code

• Commands, their arguments, and argument values

Monospace, italic text • Code variables

• Command variables

Emphasized monospace textMonospace, bold text

WARNING! Indicates that failure to follow directions could result in bodily harm or death.

CAUTION: Indicates that failure to follow directions could result in damage to equipment or data.

IMPORTANT: Provides clarifying information or specific instructions.

NOTE: Provides additional information.

TIP: Provides helpful hints and shortcuts.

Customer self repair
HP customer self repair (CSR) programs allow you to repair your StorageWorks product. If a CSR
part needs replacing, HP ships the part directly to you so that you can install it at your convenience.
Some parts do not qualify for CSR. Your HP-authorized service provider will determine whether a
repair can be accomplished by CSR.
For more information about CSR, contact your local service provider, or see the CSR website:

http://www.hp.com/go/selfrepair
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7 Documentation feedback
HP is committed to providing documentation that meets your needs. To help us improve the
documentation, send any errors, suggestions, or comments to Documentation Feedback
(docsfeedback@hp.com). Include the document title and part number, version number, or the URL
when submitting your feedback.
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A DKA Encryption GUI Reference
Abstract
This chapter provides descriptions of the RWC windows and dialog boxes for the EDKA feature.

Encryption Keys window
Use the Encryption Keys window to create data encryption license keys. Clicking Encryption Keys
in the Administration tree opens this window.

• “Summary”
• “Encryption Keys tab”

Summary
Use the Summary to view details about the number of data encryption license keys and to open
the View Backup Keys on Server window.

DescriptionItem

Shows the number of data encryption license keys:Number of Encryption Keys
• Data Encryption Key: Number of data encryption keys.

• Certificate Encryption Key: Number of certificate encryption keys.

• Free: Number of free keys (Number of keys that can be created).
The number of key encryption keys are not included.

Shows the Edit Encryption Environmental Settings window.Edit Encryption Environmental
Settings

Shows the View Backup Keys on Server window.View Backup Keys on Server
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Encryption Keys tab
Use the Encryption Keys tab to view a list of the data encryption license key details and to select
an unused data encryption license key to create.
The Encryption Keys tab displays only the created encryption keys and in descending order of the
Last Update Date. It also displays Perform the Edit Environmental Settings in the center of the
window when the initialized settings are not performed, and displays Perform the Retry Key
Encryption Key Acquisition in the center of the window when the Key Encryption Key Acquisition
operation has failed.

DescriptionItem

IDs of data encryption license keys.Key ID
A hyphen (-) is displayed when the encryption key is CEK or KEK.

The date and time the data encryption license key was created or was last
updated.

Created

Displays the attribute (CEK, DEK, KEK or Free) of the encryption key. When KEK
for the key management server is displayed, the format of “KEK (UUID)” is
displayed with UUID.

Attribute

The resource to which the encryption key is assigned is displayed. When the
attribute is KEK, a hyphen (-) is displayed.

Assigned to

The path in which the encryption key is created.Generated on

The number of times that a backup of a data encryption license key is created.Number of Backups
When the attribute is KEK, a hyphen (-) is displayed.

Click to open the Create Keys window.Create Keys

Select To File to open the Backup Keys to File window.Backup Keys
Select To Server to open the Backup Keys to Server window.

Select From File to open the Restore Keys from File window.Restore Keys
Select From Server to open the Restore Keys from Server window.

Select Rekey Key Encryption Keys to display the Rekey Key Encryption Keys
window.

More Actions

Select Delete Keys from the list to delete a selected data encryption license key.
Select Retry Key Encryption Key Acquisition to display the Retry Key Encryption
Key Acquisition window.
Select Export from the list to open the window for outputting table information.

Related topics
• “Creating data encryption license keys” (page 17)
• “Backing up keys as a file” (page 18)
• “Backing up keys to a key management server” (page 19)
• “Restoring keys from a file” (page 23)
• “Restoring keys from a key management server” (page 24)
• “Deleting data encryption license keys” (page 25)
• “Deleting backup data encryption license keys from the server” (page 25)
• “Viewing encryption keys backed up on the key management server” (page 26)
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Edit Encryption Environmental Settings wizard
Use the Edit Encryption Environmental Settings wizard to edit the encryption environmental settings.
The Edit Encryption Environmental Settings wizard includes the following windows:
• Edit Encryption Environmental Settings window
• Confirm window

Edit Encryption Environmental Settings window
Items to be configured in the Edit Encryption Environmental Settings window can be changed under
the following conditions:
• When the key management server is not in use
• When local key generation is disabled.
• When the key encryption key for the key management server is stored on DKC.

DescriptionItem

Select whether to use the key management server:Key Management Server
• Enable: (default) key management server is used.

• Disable: key management server is not used.

When you use the key management server, the following items display:Server Setting
• Primary server

• Secondary server

• Server Configuration test
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DescriptionItem

Specify the primary server information.Primary Server
• Host Name: Enter the host name of the key management server. Identifier:

Enter the host identifier. IPv4: Enter the host IPv4 address. IPv6: Enter
the host IPv6 address.

• Port number: Enter the port number of the key management server.
Values: 1 to 65535. Default: 5696.

• Timeout (sec.): Enter the time until the connection attempt to the key
management server times out. Values: 1 to 999. Default: 60.

• Retry Interval (sec.): Enter the interval to retry the connection to the key
management server. Values: 1 to 60. Default: 1.

• Number of Retries: Enter the number of times to retry the connection to
the key management server. Values: 1 to 50. Default: 3.

• Client Certificate File Name: Select the client certificate file for connecting
to the key management server. Click Browse and select the file.

• Browse: Select the client certificate file. The form of the client certificate
is PKCS#12. For information about the client certificate file, contact the
server or network administrator. The file name appears in the Client
Certificate File Name field.

• Password: Enter the password for the client certificate.
Character limits: 0 to 128.
Valid characters: Numbers (0 to 9)
Upper case: (A-Z)
Lower case: (a-z)
Symbols: ! # $ % & ' ( ) * + , - . / : ; < = > ? @ [ \ ] ^ _ ` { | } ~

• Root Certificate File Name: Select the root certificate file for connecting
to the key management server. Click Browse and select the file.

• Browse: Select the root certificate file. The form of the client certificate
is X.509. If you do not know about the root certificate file, contact the
server administrator or the network administrator. The name of the
selected file appears in the Root Certificate File Name field.

When the secondary server is set to Enable, the same items can be set as
the items of the primary server.

Secondary Server

Select Check to start a server connection test for the key management server
based on the specified settings.

Server Configuration Test

Start a server connection test for the key management server based on the
specified settings.

Check

Shows the result of the server connection test for the key management server.Result

Checks when encryption keys are created on a key management server.Generate Encryption Keys on Key
Management Server

Specifies when key encryption keys are saved on key management servers.
If Warning is displayed, confirm the content of the warning, and select I
Agree.

Protect the Key Encryption Key at the Key
Management Server

Checks when encryption keys are saved on key management servers and
encryption keys cannot be created on the storage system. If Warning is
displayed, confirm the content of the warning, and select I Agree.

Disable local key generation

Caution: If you finish the setting, you cannot restore the setting, so it is
recommended that you confirm there are no problems before selecting I
Agree.

Select to initialize the connection settings to the key management server.Initialize Encryption Environmental Settings
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Confirm window in the Edit Encryption Environmental Settings wizard

DescriptionItem

Displays the primary server information.Primary Server
• Key Management Server: Shows whether the key management server is

used.

◦ Enable: key management server is used.

◦ Disable: key management server is not used.

◦ Not Set: Initialize the connection settings to the key management
server.

• Host Name: The host name of the key management server.

• Port number: The port number of the key management server.

• Timeout (sec.): The time until the connection attempt to the key
management server times out.

• Retry Interval (sec.): The interval to retry the connection to the key
management server.
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DescriptionItem

• Number of Retries: The number of times to retry the connection to the
key management server.

• Client Certificate File Name: The client certificate file for connecting to
the key management server.

• Password: The password for the client certificate is displayed as ******
(six asterisks).

• Root Certificate File Name: The root certificate file for connecting to the
key management server.

When the secondary server exists, displays items same as the primary
server.

Secondary Server

Displays whether encryption keys are created on a key management server
or not.

Generate Encryption Keys on Key
Management Server

• Yes: Encryption keys are created on a key management server.

• No: Encryption keys are not created on a key management server.

Displays whether key encryption keys are saved on key management servers
or not.

Protect the Key Encryption Key at the Key
Management Server

• Yes: Encryption keys are saved on key management servers.

• No: Encryption keys are not saved on key management servers.

Displays whether encryption keys are saved on key management servers
and encryption keys cannot be created on the storage system.

Disable local key generation

• Yes: Encryption keys are created on key management servers and
encryption keys cannot be created on the storage system.

• No: Encryption keys are not created on key management servers.
Encryption keys are created on storage systems.

Create Keys wizard
Use the Create Keys wizard to create keys and to backup keys to the key management server.
This wizard includes the following windows:
• Create Keys window
• Confirm window

Create Keys window
Use the Create Keys window to create a data encryption license key. This window includes the
Selected Keys table.
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DescriptionItem

Specifies the number of encryption keys (1-4,096). 4,096 is the maximum number of
encryption keys. This window shows the value that subtracted the number of created DEK
and Free keys from 4,096.

Number of Encryption Keys

Confirm window in the Create Keys wizard
The following is the Confirm window in the Create Keys wizard.

DescriptionItem

Displays the number of encryption keys.Number of Encryption Keys

Related topics

• “Workflow for creating data encryption license keys” (page 17)
• “Creating data encryption license keys” (page 17)

Edit Password Policy (Backup Encryption Keys) wizard
Use the Edit Password Policy (Backup Encryption Keys) wizard to edit the password policy for
backup keys.
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This wizard includes the following windows:
• Edit Password Policy (Backup Encryption Keys) window
• Confirm window

Edit Password Policy (Backup Encryption Keys) window

DescriptionItem

The minimum number of numeric characters that should be used for this
password.

Numeric Characters (0-9)

Values: 0 to 255
Default: 0

The minimum number of alphabetical upper case characters that should be
used for this password.

Uppercase Characters (A-Z)

Values: 0 to 255
Default: 0

The minimum number of alphabetical lower case characters that should be
used for this password.

Lowercase Characters (a-z)

Values: 0 to 255
Default: 0

The minimum number of symbols that should be used for this password.Symbols
Values: 0 to 255
Default: 0

The minimum number of characters for this password.Total
Values: 6 to 255
Default: 6

Confirm window in the Edit Password Policy (Backup Encryption Keys) wizard
Use the Confirm window in the Edit Password Policy (Backup Encryption Keys) wizard to confirm
the changes to the password policy.
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DescriptionItem

Displays the minimum number of numeric characters that should be used
for this password.

Numeric Characters (0-9)

Displays the minimum number of alphabetical upper case characters that
should be used for this password.

Uppercase Characters (A-Z)

Displays the minimum number of alphabetical lower case characters that
should be used for this password.

Lowercase Characters (a-z)

Displays the minimum number of symbols that should be used for this
password.

Symbols

Displays the minimum number of characters for this password.Total

Backup Keys to File wizard
Use the Backup Keys to File wizard to create backup data encryption license keys as files on the
RWC computer.
This wizard includes the following windows:
• Backup Keys to File window
• Confirm window
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Backup Keys to File window
When the password policy is edited in the Edit Password Policy (Backup Encryption Keys) window,
you will see the following figure.

When the password policy is not edited in the Edit Password Policy (Backup Encryption Keys)
window, you will see the following figure.
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DescriptionItem

The password for the backup data encryption license key.Password
Character limits: 6 to 255
Valid characters:

• Numbers (0 to 9)

• Upper case (A-Z)

• Lower case (a-z)

• Symbols: ! " # $ % & ' ( ) * + , - . / : ; < = > ? @ [ \ ] ^ _ ` { | } ~

Type the password again for confirmation.Re-enter Password
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Confirm window in the Backup Keys to File wizard

When you click Apply in the Confirm window, a confirmation message will appear. After you click
OK, a window for saving the file for encryption keys will appear. Enter the backup file name with
the extension of “.ekf” and save the file.

Backup Keys to Server wizard
Use the Backup Keys to Server wizard to backup data encryption license keys on the key
management server.
This wizard includes the following windows:
• Backup Keys to Server window
• Confirm window
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Backup Keys to Server window

DescriptionItem

Optionally, enter a description for the backup data encryption license key.Description
Character limits: 256
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Confirm window in the Backup Keys to Server wizard

DescriptionItem

Shows the description for the backup data encryption license key.Description

Restore Keys from file wizard
Use the Restore Keys wizard to restore data encryption license keys from a file you backed up on
the RWC computer.
This wizard includes the following windows:
• Restore Keys from File window
• Confirm window
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Restore Keys from File window

DescriptionItem

File name of the selected backup file.File Name

Select the backup file (.ekf). The name of the selected file is shown for File
Name.

Browse

The password that you typed when you created the backup data encryption
license key.

Password
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Confirm window in the Restore Keys wizard

DescriptionItem

Item of the data encryption license key to restore.Item

Value of the data encryption license key to restore.Value

Restore Keys from Server wizard
Use the Restore Keys from Server wizard to restore data encryption license keys from the key
management server.
This wizard includes the following windows:
• Restore Keys from Server window
• Confirm window
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Restore Keys from Server window

DescriptionItem

Shows the UUID of the data encryption license key that you backed up on
the key management server.

UUID

Shows the time you backed up the data encryption license key on the key
management server.

Backup Date

Shows the description you typed when you backed up the data encryption
license key on the key management server.

Description
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Confirm window in the Restore Keys from Server wizard

DescriptionItem

Shows the UUID of the data encryption license key you backed up on the
key management server.

UUID

Shows the time when you backed up the data encryption license key on
the key management server.

Backup Date

Shows the description you typed when you backed up the data encryption
license key on the key management server.

Description

Delete Keys wizard
Use the Delete Keys wizard to delete keys and backup data encryption license keys.
This wizard includes the following windows:
• Delete Keys window
• Confirm window
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Delete Keys window

DescriptionItem

IDs of data encryption license keys.Key ID
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Confirm window in the Delete Keys wizard

DescriptionItem

The identifiers for the data encryption license keys.Key ID

Delete Backup Keys on Server window
Use the Delete Backup Keys on Serverwindow to confirm the deletion of a backup key.
This window includes the Selected Backup Keys table.
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DescriptionItem

Shows the UUID of the data encryption license key you backed up on the
key management server.

UUID

Shows the time when you backed up the data encryption license key on
the key management server.

Backup Date

Shows the description you typed when you backed up the data encryption
license key on the key management server.

Description

View Backup Keys on Server window
Use the View Backup Keys on Server window to view a list of the backup data encryption license
keys on the server.
This window includes the Backup Keys table.
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Backup Keys table
The Backup Keys table is shown on the View Backup Keys on Server window. This table lists the
backup data encryption license keys.

DescriptionItem

Shows the UUID of the backup data encryption license key on the key
management server.

UUID

Shows the time you backed up the data encryption license key on the key
management server.

Backup Date

Shows the description you typed when you backed up the data encryption
license key on the key management server.

Description

Opens the Delete Backup Keys on Server window.Delete Backup Keys on Server button

Open the Backup Keys to Server window.Backup Keys to Server button

Opens the Restore Keys from Server window.Restore Keys from Server button

Edit Encryption wizard
Use the Edit Encryption wizard to do the following:
• Enable data encryption on a parity group.
• Edit or associate the data encryption license key to the LDEV.
• Edit the format type for the parity group.
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This wizard includes the following windows:
• Edit Encryption window
• Confirm window

Edit Encryption window

The Edit Encryption window includes the following items:
• Available Parity Groups table

For details, see “Available Parity Groups table”.

• Selected Parity Groups table
For details, see “Selected Parity Groups table”.

Available Parity Groups table
Use the Available Parity Groups table on the Edit Encryption window to view a list of the available
parity groups.
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DescriptionItem

Shows the parity group IDs.Parity Group ID

Shows the RAID level of the parity group.RAID Level
For an interleaved parity group, the interleaved number appears after the
RAID level.
Example: 1(2D+2D)*2

Shows the total capacity (unit) of the parity group.Capacity

Shows the drive types and RPM (rotation per minute) of the LDEV in the
parity group.

Drive Type/RPM

Shows the encryption setting for the parity group.Encryption
Enable: Encryption is enabled.
Disable: Encryption is disabled.

Select the encryption setting for the parity group:Encryption
• If you click Enable, data encryption, select will be enabled.

• If you click Disable, data encryption, select will be disabled.

Select the format types of the parity group.Format Type
You do not need to format volumes when there are none selected in the
parity group. Therefore, the format type in the Selected Parity Groups list
becomes a hyphen (-) regardless of the status of the format type.

Add
Use this button to move a selected parity group in the Available Parity Groups table to the Selected
Parity Groups table.

Selected Parity Groups table
Use the Selected Parity Groups table to remove the parity group from the list.
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DescriptionItem

Shows parity group IDs.Parity Group ID

Shows the RAID level of the parity group.RAID Level
For an interleaved parity group, the interleaved number appears after the
RAID level. Example: 1(2D+2D)*2

Shows the total capacity (unit) of the parity group.Capacity

Shows the drive types and RPM (rotation per minute) of the LDEV in the
parity group.

Drive Type/RPM

Shows the encryption setting for the parity group:Encryption
• Enable: Encryption is enabled.

• Disable: Encryption is disabled.

Shows the format types of the parity group.Format Type
You do not need to format volumes when there are none selected in the
parity group. Therefore, the format type in the Selected Parity Groups list
becomes a hyphen (-) regardless of the status of the format type.

Removes parity groups from the Selected Parity Groups table.Remove

Confirm window in the Edit Encryption wizard
Use the Confirm window to confirm the changes to the data encryption license key and to view a
list of the selected parity groups related to the data encryption license key.
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Selected Parity Groups table
Use the Selected Parity Groups table to view a list of the selected parity groups related to the data
encryption license key.

DescriptionItem

Shows parity group identifier.Parity Group ID

Shows the RAID level of the parity group.RAID Level
For an interleaved parity group, the interleaved number appears after the
RAID level.
Example: 1(2D+2D)*2

Shows the total capacity of the parity group.Capacity

Shows the drive types and RPM (rotation per minute) of the LDEV in the
parity group.

Drive Type/RPM

Encryption setting for the parity group:Encryption
• Enable - encryption enabled

• Disable - no encryption

Shows the format types of the parity group.Format Type
You do not need to format volumes when there is no volume in the selected
parity group. Therefore, the format type in the Selected Parity Groups list
becomes “-” (a hyphen) regardless of the status of Format Type.

Rekey Certificate Encryption Keys window
If you change certificate encryption keys, you can use the RekeyCertificate Encryption Keys window
to rekey certificate encryption keys.
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DescriptionItem

You can enter up to 32 ASCII characters (letters,numerals, and symbols) in Task
Name. Task namesare case-sensitive.

Task Name

Rekey Key Encryption Key window
If you change key encryption keys, you can use the Rekey key Encryption Keys window to rekey
key encryption keys.

DescriptionItem

You can enter up to 32 ASCII characters (letters, numerals, and symbols)
in Task Name. Task names are case-sensitive.

Task Name
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Retry Key Encryption Key Acquisition window
If you acquire the key encryption keys from the external key management server when the storage
device starts, retry key encryption key acquisition unless you can acquire them by some reasons.

DescriptionItem

You can enter up to 32 ASCII characters (letters, numerals, and symbols)
in Task Name. Task names are case-sensitive.

Task Name
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B Regulatory information
For important safety, environmental, and regulatory information, see Safety and Compliance
Information for Server, Storage, Power, Networking, and Rack Products, available at http://
www.hp.com/support/Safety-Compliance-EnterpriseProducts.

Belarus Kazakhstan Russia marking

Manufacturer and Local Representative Information
Manufacturer’s information:
• Hewlett-Packard Company, 3000 Hanover Street, Palo Alto, California 94304, U.S.
Local Representative information Russian:
• HP Russia: ЗАО “Хьюлетт-Паккард А.О.”, 125171, Россия, г. Москва, Ленинградское

шоссе, 16А, стр.3, тел/факс: +7 (495) 797 35 00, +7 (495) 287 89 05
• HP Belarus: ИООО «Хьюлетт-Паккард Бел», 220030, Беларусь, г. Минск, ул.

Интернациональная, 36-1, офис 722-723, тел.: +375 (17) 392 28 18, факс: +375 (17)
392 28 21

• HP Kazakhstan: ТОО «Хьюлетт-Паккард (К), 050040, Казахстан, г. Алматы, Бостандыкский
район, ул. Тимирязева, 28В, 1 этаж, тел./факс: +7 (727) 355 35 50, +7 (727) 355 35
51

Local Representative information Kazakh:
• HP Kazakhstan: ЖШС «Хьюлетт-Паккард (К)», Қазақстан, Алматы қ., Бостандық ауданы,

Тимирязев к-сі, 28В, тел./факс: +7 (727) 355 35 50, +7 (727) 355 35 51
Manufacturing date:
The manufacturing date is defined by the serial number.
CCSYWWZZZZ (HP serial number format for this product)
Valid date formats include:
• YWW, where Y indicates the year counting from within each new decade, with 2000 as the

starting point; for example, 238: 2 for 2002 and 38 for the week of September 9. In addition,
2010 is indicated by 0, 2011 by 1, 2012 by 2, 2013 by 3, and so forth.

• YYWW, where YY indicates the year, using a base year of 2000; for example, 0238: 02
for 2002 and 38 for the week of September 9.

Turkey RoHS material content declaration
Türkiye Cumhuriyeti: EEE Yönetmeliğine Uygundur

Ukraine RoHS material content declaration
Обладнання відповідає вимогам Технічного регламенту щодо обмеження використання деяких
небезпечних речовин в електричному та електронному обладнанні, затвердженого постановою
Кабінету Міністрів України від 3 грудня 2008 № 1057

Warranty information

HP ProLiant and X86 Servers and Options
http://www.hp.com/support/ProLiantServers-Warranties
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HP Enterprise Servers
http://www.hp.com/support/EnterpriseServers-Warranties

HP Storage Products
http://www.hp.com/support/Storage-Warranties

HP Networking Products
http://www.hp.com/support/Networking-Warranties
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Glossary
Abstract
This glossary defines the special terms used in this document. Click the letter links below
to navigate.

A

AES Advanced Encryption Standard

C

CU control unit

E

ECB Electronic Code Book
emulation type Indicates the type of LDEV (for example, OPEN-V, 3390-9).
Encryption
Administrator

User role in Remote Web Console with permission to perform EDKA operations. Compare with
Storage Administrator.

encryption key The data encryption license key is used to encrypt and decrypt data on the HP XP7 Storage.
external volume A volume whose data is stored on drives that are physically outside of the RAID storage system.

External Storage is used to manage external storage. Compare with internal volume.

I

internal volume A volume whose data is stored on drives that are physically within the RAID storage system.
Compare with external volume.

L

logical device
(LDEV)

An individual logical device (on multiple drives in a RAID configuration) in the storage system.
An LDEV may or may not contain any data and may or may not be defined to any hosts. Each
LDEV has a unique identifier, or address, within the storage system composed of the LDKC number,
CU number, and LDEV number.
An LDEV formatted for use by mainframe hosts is called a logical volume image (LVI). An LDEV
formatted for use by open-system hosts is called a logical unit (LU).

logical unit (LU) An LDEV that is configured for use by open-systems hosts (for example, OPEN-V).
logical volume
image (LVI)

An LDEV that is configured for use by mainframe hosts (for example, 3390-3).

P

P-VOL primary volume
parity group A redundant array of independent drives (RAID) that have the same capacity and are treated as

one group for data storage and recovery. A parity group contains both user data and parity
information, which allows the user data to be accessed in the event that one or more of the drives
within the parity group are not available. The RAID level of a parity group determines the number
of data drives and parity drives and how the data is “striped” across the drives.

S

S-VOL secondary volume (source volume for Compatible FlashCopy)
service information
message (SIM)

Message generated by the RAID storage system when an error or service requirement is detected.
SIMs are reported to hosts and displayed on Remote Web Console.
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Storage
Administrator

User role in Remote Web Console with permission to perform data encryption operations. Compare
with Encryption Administrator.

T

T-VOL target volume

U

XP24000/XP20000
Disk Array

XP24000/XP20000 Disk Array

V

HP XP7 HP XP7 Storage

X

XRC Extended Remote Copy
XTS XEX-based Tweaked CodeBook mode (TCB) with CipherText Stealing (CTS)

Z

zero data The number 0 (zero). A zero-formatting operation is a formatting operation that writes the number
0 (zero) to the entire disk area.
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